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ABSTRACT

In this paper, we developed a mobile student ID providing a self sovereignty identity (SSI) which replaces the
conventional plastic-type student ID that includes private information of a student such as a name, a student number, a
facial photo, etc. The implemented mobile student ID solves the problem of exposing student’s identity due to a loss or a
theft of a plastic-type student ID, and it has a structure and process of FRANCHISE model which is developed by a
concept of a decentralized Identity(DID) of a Blockchain, in which specialized for convenience as an electronic student ID
through an application on a smart phone device. In addition, it protects student’s privacy by controlling personal information
on oneself. By using a smartphone, not only it easily identifies the student but also it expands to several services such as
participation in school events, online authentication, and a student’s exchange program among colleges.
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Fig. 1. A simple example of a decentralized
identifier(DID)

No. Requirements Checklist
1 Decentralized + There should be no central issuing agency
+ Data
2 Integrity + Device authentication

- Identification verification

3 Confidentiality

- Encryption (How to protect data)
- Device authentication

- Control access to data

- Identification verification

- Which part of data is protected

4 Authentication

- Device authentication (password setting)
+ Vulnerable types of authentication attacks

5 Availability

- Access control design
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